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We’ve all seen TV shows or movies in which the bad guys are caught red-handed throwing mountains of papers into shredders right before the good guys arrive. Unfortunately, this is not always fiction. Arthur Andersen, a former “Big Five” accounting firm, pled guilty to one count of obstruction of justice based in part on shredding documents related to its accounting work for Enron. However, paper shredding may now be passé. By some estimates, 90% of the world’s information is now generated electronically, and up to 70% of all documents are never printed. That makes discovery of electronic information critical in litigation today. 

The California state courts and federal courts allow discovery of information stored electronically. However, new revisions to the Federal Rules of Civil Procedure take effect on January 1, 2007. While not applicable in state court, it is reasonable to assume that many state court judges will look to the federal rules for guidance when dealing with issues pertaining to discovery of electronic evidence.
Documents, Data Compilations, and Electronically Stored Information
Even before the new amendments, the federal rules allowed discovery of “documents” including “data or data compilations stored in any medium from which information can be obtained - - translated, if necessary . . . through detection devices into reasonably useable form.” (Crown Life Ins. v. Craig (7th Cir. 1993) 995 F.2d 1376, 1382; Playboy Enterprises, Inc. v. Welles (S.D.Cal. 1999) 60 F.Supp.2d 1050, 1053.) The new amendments to FRCP 26(a)(1)(B) and FRCP 34(a) make it clear that the rules requiring initial disclosure and the rules regarding document requests extend to any “electronically stored information.” This should include: email; IMs [instant messages]; cell phones; fax machine logs; PDAs [personal digital assistants]; removable hard drives; zip, jaz or thumb drives or other portable back-up media; back-up tapes, archives and servers. 
Likewise, California permits discovery of “documents” (CCP 2031.010(a)), which include emails, faxes and computer data, information contained on a computer’s hard drive or other storage media such as disks or backup tapes. (See, Evidence Code § 250; CCP § 2016.020; R.S. Creative, Inc. v. Creative Cotton, Ltd. (1999) 75 Cal.App.4th 486, 498; TGB Ins. Services Corp. v. Superior Court (Zieminski) (2002) 96 Cal.App.4th 443, 448.) 
Pre-Trial Scheduling Meeting and Report


The amendment to FRCP 16(b) specifies that the court’s scheduling order may include “provisions for disclosure or discovery of electronically stored information.” FRCP 26(f) requires that the parties confer, prior to the scheduling conference to address various issues. The amendment to FRCP 26(f)(3) adds the requirement that the 
parties confer regarding “any issues relating to disclosure or discovery of electronically stored information, including the form or forms in which it should be produced.” The amendment to FRCP 26(f)(4) adds the requirement that the parties meet and confer regarding “any issues relating to claims of privilege or of protection as trial-preparation material, including -- if the parties agree on a procedure to assert such claims after production -- whether to ask the court to include their agreement in an order.”
Initial Disclosure


FRCP 26(a)(1)(B) formerly provided that a party must, without awaiting a discovery request, provide to the other parties a copy of, or a description by category and location of, all documents, data compilations, and tangible things that are in the possession, custody, or control of the party and that the disclosing party may use to support its claims or defenses, unless solely for impeachment. FRCP 26(a)(1)(B) is amended to specify that this duty of disclosure extends to all “electronically stored information.”
Electronic Information That Is Not Reasonably Accessible

Prior to the amendments, the parties had the ability to seek a protective order limiting discovery that was unreasonably cumulative, that was obtainable from a source that is more convenient, less burdensome or less expensive, or where the burden or expense outweighed its likely benefit, taking into account the needs of the case, the amount in controversy, the parties’ resources, the importance of the issues at stake in the litigation, and the importance of the proposed discovery in resolving the issues. (FRCP 26(b)(2); Playboy Enterprises, Inc. v. Welles (S.D.Cal. 1999) 60 F.Supp.2d 1050, 1053.) The court may require the requesting party to pay some or all the costs involved in retrieving the data. (Simon Property Group, LLP v. mySimon, Inc. (S.D.In. 2000) 194 F.R.D. 639, 641.) 

The new amendments in FRCP 26(b)(2)(B) and FRCP 45 [regarding subpoenas] add a  provision which states:

A party need not provide discovery of electronically stored information from sources that the party identifies as not reasonably accessible because of undue burden or cost. On motion to compel discovery or for a protective order, the party from whom discovery is sought must show that the information is not reasonably accessible because of undue burden or cost. If that showing is made, the court may nonetheless order discovery from such sources if the requesting party shows good cause, considering the limitations of Rule 26(b)(2)(C). The court may specify conditions for the discovery.
Under these new rules, the responding party need not seek a protective order, but may simply object that the data is “not reasonably accessible.” It appears that “not reasonably accessible” means the electronic information can be retrieved, but only with “undue” burden or cost. The amendments provide no further guidance, but presumably this would include ‘deleted’ information that has to be recovered by a forensic expert, or information that can only be found by sampling or sorting. Although the responding party need only initially object, once the requesting party makes a motion to compel, the burden of proving the burden or cost of retrieving the data is unreasonable falls on the responding party. 
The new amendments are silent as to what factors will establish electronic data is “not reasonably accessible.” Presumably, the factors previously used by federal courts to determine whether to shift the cost of retrieving or translating data into usable forms will be used. These factors, in descending order of importance, are: 

--the extent to which the request is specifically tailored to discover relevant information;

--the availability of such information from other sources;

--the total cost of production compared to the amount in controversy;

--the total cost of production compared to the resources available to each party;

--the relative ability of each party to control costs and its incentive to do so;

--the importance of the issues at stake in the litigation; and

--the relative benefits to the parties of obtaining the information. 

(OpenTV v. Liberate Technologies (N.D. Cal. 2003) 219 F.R.D. 474, 476; Zubulake v. UBS Warburg LLC (S.D.N.Y. 2003) 217 F.R.D. 309, 322.) 

Interrogatory Responses: Option to Provide Access To Electronic Information

FRCP 33(d) provided that where the answer to an interrogatory may be derived or ascertained from the business records of the responding party or an examination, audit or inspection of such business records, including a compilation, abstract or summary thereof, and the burden of deriving the answer is substantially the same for the requesting party as for the responding party, the responding party may specify the records from which the answer may be derived or ascertained and afford the requesting party reasonable opportunity to examine, audit or inspect such records and make copies, compilations, abstracts or summaries, if the responding party describes the records in sufficient detail to permit the requesting party to locate and identify the records as easily as the responding party. The amendment to FRCP 33(d) specifies that this option to produce business records extends to “electronically stored information.” 
Requests for Production and Subpoenas
Previously, FRCP 45 allowed a party to subpoena a person to produce and permit inspection of “designated books, documents or tangible things,” but made no specific mention of electronically stored information. FRCP 34 allowed a party to inspect and copy documents, which included “data compilations from which information can be ascertained, translated if necessary by detection devices into reasonably usable form.” And, FRCP 34 allowed a party to test or sample any tangible thing. The amendments to FPCP 45 and 34, extend the scope of a subpoena or a request for production to “electronic information”; the amendment to FRCP 34 also expressly includes “data stored in any medium.” Further, the amendments to FRCP 34 and 45 state a party may inspect, copy, ​test or sample documents or electronically stored information or data. “Testing” or “sampling” would include allowing a computer forensic expert to search for documents or email containing key names, terms or phrases. Prior case law recognized that restoring or retrieving a small sample of data, for example, from back-up tapes, may be useful to provide evidence of the time and cost required to restore or retrieve all the requested data. (McPeek v. Ashcroft (D.D.C. 2001) 202 F.R.D. 31, 34-34; Zubulake v. UBS Warburg, supra, 217 F.R.D. at 324.) 

The amendments to FRCP 34 and 45 further state that the request or subpoena “may specify the form or forms in which electronically stored information is to be produced.” A responding party may serve objections, including objection to “the requested form or forms for producing electronic information.” 
Under new FRCP 34(b)(ii) and new FRCP 45(d)(1)(D), if the request or subpoena does not specify a form or forms in which electronic information is to be produced, the responding party must produce the electronic information in a form or forms in which it is ordinarily maintained, or in a form or forms that are “reasonably usable.” And, under new  FRCP 34(b)(iii) and 45(d)(1)(C), unless the parties otherwise agree or the court otherwise orders, a responding party need not produce electronically stored information in more than one form. 
Compare: C.C.P. §2031.280(a): Any documents produced in response to an inspection demand shall either be produced as they are kept in the normal course of business, or be organized and labeled to correspond with the categories in the demand.”

C.C.P. § 2031.280(b): “If necessary, the responding party at the reasonable expense of the demanding party shall, through detection devices, translate any data compilations included in the demand into reasonably usable form.”

And see, Toshiba America Electronic Components, Inc. v. Superior Court (2004) 124 Cal.App.4th 762, 770, noting the “patent difference” between California and federal schemes in regard to costs, and holding the demanding party must pay for data translation unless the responding party seeks and obtains a protective order shifting or allocating the cost. 
 “Claw Back”
Production of electronically stored data, especially emails or back-up tapes, may be quite voluminous. To address the concern over inadvertent production of attorney-client privileged information or information or materials protected by the work product doctrine, the new FRCP 16(b)(6) allows the parties to include in the scheduling order “any agreement for asserting claims of privilege or protection as trial preparation material after production.” The amendment to FRCP 26(f)(4) adds the requirement that the parties meet and confer regarding “any issues relating to claims of privilege or of protection as trial-preparation material, including -- if the parties agree on a procedure to assert such claims after production -- whether to ask the court to include their agreement in an order.” In addition, FRCP 26(b)(5)(B) and 45(d)(2)(B) [regarding subpoenas] were added to allow the producing party to “claw back” privileged material or information without waiving the privilege:
(B) Information Produced. If information is produced in discovery that is subject to a claim of privilege or of protection as trial-preparation material, the party making the claim may notify any party that received the information of the claim and the basis for it. After being notified, a party must promptly return, sequester, or destroy the specified information and any copies it has and may not use or disclose the information until the claim is resolved. A receiving party may promptly present the information to the court under seal for a determination of the claim. If the receiving party disclosed the information before being notified, it must take reasonable steps to retrieve it. The producing party must preserve the information until the claim is resolved.
“Safe Harbor”

Many businesses have adopted document retention policies that require routine destruction of documents and electronically stored information after a certain lapse of time. The amendment to FRCP 37(f) adds a provision that, absent exceptional circumstances, a court may not impose sanctions under these rules on a party for failing to provide electronically stored information lost as a result of the routine, good-faith operation of an electronic information system. 

Presumably, this includes automatic overwriting or other alteration of electronically stored information. Further, this new rule seems to presume the responding party will take “good faith” or reasonable steps to preserve electronically stored information. 
Conclusion


The new Rules address many concerns regarding discovery of electronically stored information. However, many questions remain, and because technology is changing so rapidly, new questions will arise. Courts will have to continue to use their inherent power to manage discovery to address these unanswered questions on a case-by-case basis. 
Timothy R. Sullivan is a partner with McLaughlin Sullivan LLP. His practice focuses on trials and appeals in state and federal court involving real estate, commercial disputes and insurance related matters. 
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SELF ASSESSMENT TEST

Answer whether the following statements are true or false after reading the MCLE article on The New Federal Electronic Discovery Rules. Use the answer form provided to send the test, along with a $25 processing fee ($35 if not a FCBA member),  to the Fresno County Bar Association. If you do not receive your certificate within four to six weeks, call (559) 264-2619. 

1. Discovery of electronically stored information is not that important, as most documents exist in paper form.
2. Prior to the new amendments, federal rules did not allow discovery of any information stored in computers.

3. California law does not permit discovery of information stored in computers.
4. The new rules require that before the scheduling conference, parties meet and confer regarding disclosure and discovery of electronically stored information.
5. The new rules require that before the scheduling conference, parties meet and confer regarding claims of privilege. 
6. The initial disclosure requirements in Rule 26 will not apply to electronically stored information.
7. If a party believes responding to electronically stored information is not reasonably accessible, they have no option other than seeking a protective order.
8. An objection on the ground that electronically stored information is not reasonably accessible will be summarily rejected. 
9. “Not reasonably accessible” means the information cannot be retrieved. 
10. A party seeking discovery of electronically stored information must prove it is reasonably accessible.

11. A party may test or sample electronically stored information
12. “Testing” or “sampling” would include allowing a computer forensic expert to search for documents or email containing key names, terms or phrases.
13. One problem with discovery of electronically stored information is that the requesting party has no choice regarding the form in which the information will be provided.

14. Under the new rules, if the requesting party does not specify the form in which electronic information is to be produced, the responding party need not produce the information.
15. Under the new rules, unless the parties otherwise agree or the court otherwise orders, a responding party need not produce electronically stored information in more than one form.
16. The new rules allow the parties to agree that claims of privilege can be asserted after documents and information has been produced.
17. Under the new rules, parties can include in the scheduling order agreements on procedures to assert privilege claims after production.
18. The new rules provide for automatic waiver of privilege if privileged materials are inadvertently produced.
19. Destruction of electronically stored information through established document retention and destruction policies will result in automatic sanctions for spoliation of evidence.
20. Instant messages and emails are not discoverable. 
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Certification


This self-study activity has been approved for Minimum Continuing Legal Education credit by the State Bar of California and the Fresno County Bar Association in the amount of one hour in General Credit. The Fresno County Bar Association certifies that this activity conforms to the standards for approved education activities prescribed by the rules and regulations of the State Bar of California governing Minimum Continuing Legal Education.
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