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According to computer industry sources, loss of computer data costs U.S. businesses over $12 billion each year, and 60% of companies that lose their computer data are out of business within six months. This is more frightening when you consider that up to one in five computers suffer a hard drive crash during their lifetime, and about 2,000 laptops are stolen or lost every day. Despite this, 40% of small to medium sized businesses do not back up their computer data at all. Most that do back up their data have never tested whether the back up is successful or the data is retrievable. Industry sources estimate that 40 to 50% of all backups are not fully successful. Reliable data backup is essential to protect your clients and yourself.

Backup the Data


Data can be backed up on a DVD or CD using a burner, on a Zip or Jaz drive, on magnetic tape, or on secondary internal or external hard drives. Which method may work for you depends on how much data you need to back up. [CDs 700 MB; DVDs 4.7 GB; Zip drive 250 MB; Jaz drive 2 GB; magnetic tape 10 to 800 GB; internal or external hard drives 750 GB or higher]. Many backup strategies incorporate multiple forms of backup for different purposes. Tape backup is still the preferred media for protecting data from catastrophic events. Tape backup allows huge amounts of data to be transported off-site to protect company data from loss. Optical disk is an excellent media for ease of use and rapid retrieval, although capacities are limited. 

How much is enough? 

Photographic, video or sound recordings take much more storage “space” than printed words. A small novel is about one megabyte of data, but a single high resolution photograph is two megabytes. A pickup truck bed full of typed papers would be about one gigabyte, but digital audio recordings of all the works of Beethoven would be about twenty gigabytes.

Tony McMillan, President of McMillan Consulting in Fresno, suggests that firms of up to ten attorneys may need to be able to back up and store tens to hundreds of gigabytes of data. Capacity needs may vary greatly depending upon the type of law the firm practices, and the type of data the firm needs to store. For example, a firm that handles many litigation matters and needs to store large numbers of digitally scanned documents or videotaped depositions will need more storage capability. And, as offices become more “paperless,” more digital storage capacity - - and more backup capacity - - will be required. Therefore, McMillan recommends a plan that will allow you to expand your storage capacity.

 On-Site Backup

Internal or external hard drives can hold a massive amount of data. You can copy data from the first or “master” hard drive to the second or “slave.” A second internal hard drive or an external hard drive connected to the computer via high-speed connection such as USB 2.0 or FireWire will back up data quickly. Or, using a RAID system (Redundant Array of Inexpensive Disks), the data can be automatically saved to the second drive. If the master disk fails, the RAID system will automatically switch to the slave drive. 

The chief problem with a second internal hard drive is that it cannot be easily removed. If the computer is destroyed or stolen, the data on the second internal hard drive is also lost. And while an external drive can be moved, but is relatively bulky to carry home every night. Use of some form of external, movable storage media can eliminate or reduce the danger that the same disaster or theft that causes the loss of your data will also destroy the backup data. 


Like other types of businesses, many attorneys back up their computer data using magnetic tapes. Simple tape backup systems start at several hundred dollars and can climb to several thousand dollars depending upon capacity. Magnetic tapes can range from $20 to $100 each. Typically, one person takes on the responsibility to put in a tape in the tape drive each day. Once the tape is inserted, backup is performed automatically at a regularly-scheduled time. To avoid interrupting office functions, backup is usually done before work begins in the morning, or after hours in the evening. Often, a tape rotation schedule is used, so that tapes are re-used once each week or once each month. 


For tape back-up, McMillan recommends a rotation schedule in which a client re-uses the same tape each day of the week except Friday. This provides a backup of all data for each day of the week. McMillan also recommends four “Friday” tapes be used, one for each Friday during the month. This provides a backup of all data for that week. In addition, twelve separate tapes should be used, one for the last day of each month. This provides a backup of all data for that month. In the event of a loss of data, your IT person can go back to the prior month, the prior week, and/or the prior day to recovery data. McMillan recommends that the tape be stored off-site if at all possible, otherwise, in a fire-proof safe or cabinet. Companies like McMillan can remotely monitor your system, to ensure that back-up has been performed and that the correct tape was used. Or, software is available that will send an email reminder every day reminding you to replace the tape and which tape is to be used that day.

On-Line Backup

An alternative to doing backup yourself is using a service that will duplicate your data to an off-site location. Data is transmitted to the service over your internet connection, such as a DSL or T1 line. Typically, data is encrypted before it leaves your server and remains encrypted while stored in the off-site vault. According to McMillan, such a service has several advantages. First, in the event of a natural disaster or break-in, the backup data is not on site, and cannot be damaged or stolen. Second, an on-line service can duplicate the data several times each day or even continuously, without any interruption of your work. In contrast, a tape backup is only done once per day, so several hours of work and data may not be recoverable. Third, an on-line service may be more reliable than one of your employees. Unfortunately, many employees just forget to change the tapes, or fail to have someone else do it when they are sick or on vacation. 

Several on-line backup services are available, including LiveVault, IBackup.com, Itronis.com, or Servare.com. 

Protect Against Theft


Lost or Stolen Laptops

While desktop computers do get stolen in break-ins, theft of laptops is far more frequent because laptops get stolen in airplanes and at coffee shops, restaurants, and courthouses. According to Safeware Insurance, 600,000 laptop thefts were reported stolen in 2003. Research by the Gartner Group estimates the chances of a laptop being stolen as 1 in 10.  FBI statistics show 97% of stolen laptops were not recovered. This resulted in $6.7 million in property losses. 


Perhaps the most obvious theft-deterrent is to never take your eye off your laptop. Security experts also recommend that you do not put your laptop in an expensive-looking case, but instead use a backpack or modest case to provide a less attractive target to would-be thieves. And, many laptops have slots for security cables, some of which have alarms, which allow you to lock the laptop to a stationary object like a table, to prevent “grab and run” thefts. 

McMillan Consulting also recommends that you consider encrypting information. Encryption is the transcription of data from an intelligible format into an unintelligible, but decryptable, format. When properly encrypted, data residing on a laptop is worthless to the thief. You can encrypt a subset of files or folders, or a full disk, in which case it protects the data stored in files and folders, the operating system, and any installed programs. 


Although Microsoft offers some encryption capability in its operating system, McMillan recommends using a third-party solution such as Credant. In addition to protecting laptop data and removable media, this company provides security solutions to protect PDAs and smart phones as well.


Several products are available to help recover laptops if they are stolen. Lojack for Laptops, CompuTrack or Advatrack are programs you install, and if your computer is stolen or lost, the next time the computer is activated, a signal is sent to law enforcement. Some services provide information that can be used for search or arrest warrants. And, some programs allow you to send a signal to remotely delete sensitive information in the computer. 

Most business insurance policies, like most homeowners and renters policies, either do not cover laptops or offer very limited coverage. Several companies specialize in computer insurance. Coverages vary greatly, but may extend to theft, power surges, lightning, spilled coffee on the keyboard, dropping the laptop, and natural disasters such as fire, earthquakes, hurricanes and floods. 


Lost or Stolen PDAs / Cell Phones

Most people do not give PDAs or cell phones the same level of protection that they would give a laptop. They should. Cell phones and especially PDAs contain vital information that can be used in identity theft. And PDAs have grown so sophisticated they may contain virtually as much information as your laptop. 

As is the case with laptops, several products are available to help recover a stolen PDA or cell phone, or to protect its data. These include RemotePROTECT, Eye On Thief, or Ultimate Theft Alert. In addition to notifying law enforcement if the stolen device is activated, some programs allow you to “RemoteLock” the device so it cannot be used. And, “RemoteKill” does just that; it allows you to send a signal to delete  information in the device. Those with Windows Mobile 5.0 devices in conjunction with an Exchange server can provide a remove “wipe” of a lost or stolen device. 

Flash, Jump or Thumb Drives, or Removable Hard Drives

More and more attorneys and employees are using thumb drives - - also called flash or jump drives - - to copy files in order to work at home or for business trips. These devices are small enough to fit in the palm of your hand, but some can hold as much information and programs as a removable hard drives. 


Because they are relatively inexpensive, thumb drives are not often stolen. However, because they are so small, they are easy to lose. These devices should be kept in a secure place. Further, if you use these devices to back up sensitive information, an encryption program should be used. U3 compliant thumb drives not only protect the data residing on them, but can allow safe and anonymous access to applications run from public computers as well. 

Equipment component


Often overlooked in the discussion of data recovery is the potential need to replace or repair equipment. In addition to hardware and data, programs, configurations, applications, and settings will need to be restored. To expedite this process, McMillan Consulting recommends that you maintain current documentation regarding each server, its purpose, the applications and/or data it contains, and a list of features for replacement. This documentation should contain all vital information about the server, such as the vendor, the processor, the motherboard, hard drives and controllers, operating system, and serial number, as well as key hardware and software configuration settings. McMillan further recommends that you maintain a separate but similar list for each computer or workstation. And, don’t forget to keep a list of critical passwords. The person who set up your system may not be around when you need this information. 

Passwords


Speaking of passwords, while data backup, laptop security and encryption are vitally important, don’t overlook the importance of user access and passwords. McMillan recommends that users regularly change their passwords and take reasonable precautions to prevent unauthorized access to their files, network, and email accounts by logging off their workstation when unattended. With remote access to email and files being so commonplace, a network system should require periodic password changes and enforce strong passwords. For the best security, passwords should be at least 6 characters long and include at least 3 of the following 4 classes: upper case, lower case, numeric and special characters.


Users should be instructed to not write down passwords, email them, or share with coworkers. They should protect all passwords as they would protect their own bank PIN number. 

Conclusion

Backing up your computer data is essential to protect you clients. And, in the event of a disaster that destroys your office or a computer crash or theft of computer systems, it may just keep you in business. 

Next Installment: 

What to look for in insurance coverage for “valuable papers and records,” “accounts receivables,” “electronic data processing” equipment, and computer virus and hacking. That article will also offer one hour self-study credit in Law Office Management. 
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MAY 2007
SELF ASSESSMENT TEST

Indicate whether the following statements are true or false after reading the MCLE article on backing up your computer data. Use the answer form provided to send the test, along with a $25 processing fee, to the Fresno County Bar Association. If you do not receive your certificate within four to six weeks, call (559) 264-2619. 

1. Computer backup tapes rarely if ever fail.

2.  Only one in 100 computers ever suffer a hard drive crash.

3. If your office is “paperless,” you don’t need to worry about backing up data.

4.  Backing up data on an internal hard drive poses a problem because the drive cannot be easily removed.

5. “On-line” backup stores backup data off-site.

6. Magnetic tape is preferable to “on-line” backup because of the frequency of backups.

7. Security experts recommend buying the best-looking laptop case you can find.

8.  There is no system that can help you recover a stolen laptop.

9.  If your laptop is stolen, your business insurance policy will provide pay for it in full.

10.  You can purchase separate insurance for your laptop that will cover damage caused by spilling coffee on the keyboard.

11.  Almost every small to medium sized business backs up its computer data.

12. You should never change your passwords. 
13.  Many companies that lose their computer data have difficulty staying in business. 

14.  Backing up data to a second hard drive is slow and tedious.

15.  Using a second internal hard drive for data backup poses a risk that if the computer is stolen or destroyed, the backup data will also be lost. 

16.   Photographs, video and sound recordings take up far more storage “space” than printed words. 

17.  Magnetic backup tapes are extremely expensive.

18. Once the backup is completed, the magnetic tape should be left in the tape drive.

19.  You should only need one magnetic backup tape. 

20. Good choices for passwords are names of pets or family members.
MAY 2007
SELF ASSESSMENT TEST

Certification


This self-study activity has been approved for minimum continuing legal education credit by the Fresno County Bar Association in the amount of one hour, in General Credit. 

The Fresno County Bar Association certifies that this activity conforms to the standards for approved education activities prescribed by the rules of the State Bar of California governing minimum continuing legal education.

How to receive 1 hour of MCLE credit.

Answer the test questions on the form below. Each question has only one correct answer.

Mail this form and a $25 processing fee to:

Fresno County Bar Association 

MCLE TEST

1221 Van Ness Avenue, Suite 300

Fresno, CA 93721-1720

Make checks payable to the Fresno County Bar Association.

Correct answers and a MCLE certificate will be mailed to you within four to six weeks.

______________________________
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______________________________

Law Firm or Organization

______________________________

Address
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City, State and Zip Code
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